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1 Introduction 

In 2019, the NSW Government announced $5 million funding over four years for the Community and Small 
Business CCTV Fund to support the rollout of Closed Circuit Television (CCTV) cameras in Western and 
South-Western Sydney before being assessed for expansion to other areas of NSW. The purpose of the 
Fund is to enhance community safety and public confidence by deterring and reducing crime, and by 
providing information to assist the NSW Police Force in performing their law enforcement functions. Under 
the Fund, at least 1,000 eligible community organisations and small businesses can apply for a grant of up 
to $5,000 to contribute towards the purchase, installation and certification of a CCTV system. 

These Technical Requirements have been developed by the NSW Government to assist successful grant 
applicants understand the design, installation and maintenance requirements of CCTV systems installed 
under the Fund. Systems installed in compliance with this document will increase the likelihood of an offender 
being identified and assist in any subsequent investigation and prosecution. 

 

2 Requirements for CCTV systems 
 

2.1 Purpose 

The purpose of a CCTV system for individual premises will influence the technical considerations. For 
example, if the purpose of the CCTV system is to monitor and record people entering and exiting a business 
only, the location of cameras should be directed at entry and exit points and preferably at eye level height. If 
a CCTV system is also intended to have a visual deterrent effect, consideration should be given to placing 
one of the display monitors in view of the public. 

In addition to camera locations, the purpose of the CCTV system will also influence the type of camera used 
(e.g. pan, tilt and zoom capabilities may be required), and other system requirements such as motion 
activated recording. While CCTV systems should be tailored to the specific purpose of the organisation or 
business, the quality of footage should remain consistent across the system to assist in law enforcement 
purposes. 

 
2.2 Licensed installation 

All CCTV systems and equipment installed under the Fund are to be supplied and installed by a person 
holding a current class 2C licence under the Security Industry Act 1997 (NSW).1 

 
2.3 Legislative provisions and standards 

 
2.3.1 Legislative provisions 

The design, installation and use of CCTV systems (including camera placement) must comply with all 
applicable laws and regulations, including (but not limited to) the Workplace Surveillance Act 2005 (NSW) 
and the Surveillance Devices Act 2007 (NSW). Of particular note is that where employees (including 
contractors and volunteers) will be filmed by the CCTV system in a place where they work, section 10 of  the 
Workplace Surveillance Act 2005 states that: 

 
 

 
 

1 
Under section 12 of the Security Industry Act 1997 (NSW), a class 2C licence is one that authorises the licensee to 

sell, install, maintain, repair and service, and provide advice in relation to, security equipment (including electronic 
security equipment and barrier equipment) and to act as a locksmith. 
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(1) Surveillance of an employee must not commence without prior notice in writing to the 
employee. 

Note. Subsection (6) provides for an exception to the notice requirement. 

(2) The notice must be given at least 14 days before the surveillance commences. An employee 
may agree to a lesser period of notice. 

(3) If surveillance of employees at work for an employer has already commenced when an 
employee is first employed, or is due to commence less than 14 days after an employee is first 
employed, the notice to that employee must be given before the employee starts work. 

(4) The notice must indicate: 

(a) the kind of surveillance to be carried out (camera, computer or tracking), and 

(b) how the surveillance will be carried out, and 

(c) when the surveillance will start, and 

(d) whether the surveillance will be continuous or intermittent, and 

(e) whether the surveillance will be for a specified limited period or ongoing. 

(5) Notice by email constitutes notice in writing for the purposes of this section. 

(6) Notice to an employee is not required under this section in the case of camera surveillance 
at a workplace of the employer that is not a usual workplace of the employee. 

Additionally, section 11 of the Workplace Surveillance Act 2005 states that: 

Camera surveillance of an employee must not be carried out unless: 

a) cameras used for the surveillance (or camera casings or other equipment that would 
generally indicate the presence of a camera) are clearly visible in the place where the 
surveillance is taking place, and 

b) signs notifying people that they may be under surveillance in that place are clearly visible at 
each entrance to that place. 

While the primary purpose of the Fund is not for the surveillance of employees, employees may be captured 
by the CCTV footage. All grant recipients must ensure that they satisfy the requirements of all the sections 
of the Workplace Surveillance Act 2005. 

Grant recipients and CCTV installers should be aware of and consider the Surveillance Devices Act 2007, 
particularly if they are considering installing cameras on privately owned land or using cameras that have 
audio recording capabilities. In particular, the Act makes it an offence to install and operate an ‘optical 
surveillance device’, which would include a CCTV camera, onto or into premises without the permission of 
the owner or occupier. Additionally, the Act generally prohibits the recording of private conversations without 
consent, even where the conversation occurs in public. As such, grant recipients should always seek legal 
advice if considering installing CCTV cameras with audio recording capabilities. 

Grant recipients and CCTV installers should also ensure that the design, installation and use of CCTV 
systems do not contravene any laws or regulations—such as offences relating to the production, 
dissemination or possession of child abuse material (Division 15A of Part 3 of the Crimes Act 1900 (NSW)), 
voyeurism and related offences (Division 15B of Part 3 of the Crimes Act 1900 (NSW)), offences relating to 
recording and distributing intimate images (Division 15C of Part 3 of the Crimes Act 1900 (NSW)), and the 
offence of carrying out surveillance of employees in any change room, toilet facility or shower or other bathing 
facility at a workplace (section 15 of the Workplace Surveillance Act 2005). 
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2.3.2 Standards 

The works must comply with the requirements of all current and relevant codes, regulations and specifications 
including, but not limited to: 

AS 4806 Series Closed circuit television (CCTV) 

AS/CA S008:2010 Requirements for customer cabling products 

AS/CA S009: 2013 Installation requirements for customer cabling (Wiring Rules) 

AS/NZS 3000:2018 Electrical installations 

AS/NZS 3080:2013 Information technology ‐ Generic cabling for customer premises (including 
AS/NZS 3080:2013/AMDT 1:2014) 

AS/NZS 3084:2017 Telecommunications installations ‐ Telecommunications pathways and spaces for 
commercial buildings 

 
2.4 Location and installation of camera systems 

CCTV camera locations should be guided by specific program objectives.i CCTV programs with an objective 
of optimal facial recognition would include considerations of camera angles, image resolution, lighting, motion 
detection, frame rates, and physical environment. 

CCTV equipment can be susceptible to environmental damage if not placed in a suitable location. Cameras 
should be installed in an area where there is protection from vandalism and poor weather, which includes 
heavy rain and potential dust storms.ii 

Certain physical locations require additional considerations beyond weather events. For example, cameras 
installed in coastal towns may require corrosion resistant housing or lenses due to excess salt in the air. iii 
Other physical location barriers to optimal facial recognition can include camera obstruction from rotating 
signs or advertising banners, and having all cameras in a coverage area installed above eye-level. It is 
recommended that there be at least one eye-level camera.iv 

Eye-level cameras, installed at an approximate height of 160–170cms from the ground,v directed at entry and 
exit points and points of sale will provide increased chances of facial recognition. Where practical, a street-
facing camera should also be installed that captures as much of the streetscape as possible and be able to 
capture images of cars and number plates. A camera with pan, tilt and zoom capability would be suitable for 
a streetscape if ongoing active monitoring is intended. A wide view of any cash registers or customer counter 
locations and loading docks (where applicable) will also provide useful footage for law enforcement purposes. 

The CCTV control system and data storage equipment should be installed in a location that is secure, hidden 
from public access and easily accessible without the need for a ladder 

 
2.5 Lighting 

Lighting can impact the quality of CCTV images, particularly for facial recognition. Back-lit areas should be 
avoided as they can produce silhouetted images; bright or flashing lights can also cause this problem.vi When 
assessing camera placements, the camera view over the entire proposed operating timeframe should be 
considered to avoid changing lighting issues—including motion sensor lights, street lights and  the position 
of the sun at different times of the day.vii 

Lighting is also an important consideration for the required camera exposure. Dimly lit areas can benefit from 
additional lighting—which can include installing day/night cameras, motion sensor lights or infrared cameras 
and illumination.viii 
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2.6 System-specific requirements 

 
2.6.1 CCTV cameras 

The CCTV cameras should comply with the following minimum requirements: 

• Minimum of 1080 pixels (2MP) resolution. 

• IP66 outdoor rated. 

• Minimum 25 frames per second. 

• Minimum illumination/light sensitivity (Colour) of 0.15 lux. 

• Minimum illumination/light sensitivity (B/W) of 0.03 lux. 

• PoE (power over ethernet). 

• Varifocal lens. 

• Edge recording with an 8GB or larger SD card fitted. 

• Capable of secured remote access via a mobile application. 

 

The minimum required level of resolution (1080p/2MP) is recommended for entry and exit points, point of 
sales and pinch points, with resolution assessed based on the recorded image (rather than a live video feed).2 

 
2.6.2 CCTV monitor 

The CCTV monitor should comply with the following minimum specifications: 
 

• Screen size: As required by the site 

• Resolution: 1920 x 1080 pixels 
• Dynamic contract ratio: 80,000:1 

• Brightness: 250cd/m2 

• Response time: 4ms 

• Refresh rate: 100Hz 

• Panel lamp life (typical): 60,000 hours 

• Viewing angle: 178 degrees 

• Video resolution: 520 TV lines 

• Input connectors: To match the requirements of the CCTV digital video recorder. 

 

 
2.6.3 Network Video Recorder (NVR) 

A network video recorder (NVR) is to be provided that has the following minimum features: 

• Ability to export video in a non-proprietary format (e.g. MPEG-4 H264). 

• 4, 8 or 16 PoE ports required subject to the number of cameras. 

• Plug and play camera installation 

• Ability to export still images. 

• Continuous, motion or scheduled recording modes. 

• Event recording. 

• Ability to operate without external PC control. 

• PC connection with no cost software. 
 
 

2 
Live view will almost always be better quality because it has not been subjected to the recording CODEC 

(Compression/DECompression), EESAG, Australia and New Zealand Police Recommendations for CCTV Systems 
(ANZPAA, 2014) 4, 9. 
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• Licensing (if applicable) based on number of cameras, not MAC address. 

• Password access. 

• Bench or shelf mounted. 

• Monitor output controlled from the recorder. 

• Mobile apps to connect remotely via smartphone or tablet. 

• Digital zoom on live and recorded video. 

• Capable of at least 6TB of storage. 

• Minimum of 31 days retention of CCTV footage. 

• Reverse playback. 

• Watermarking for legal video authentication. 

 

 
2.6.4 Compression 

Optimal resolution based on recorded images becomes more important where the CCTV system is not 
actively monitored.ix Compression of varying CCTV systems may result in deteriorated images or unwanted 
distortions that make facial recognition difficult. Research suggests that MPEG-4 H264 encoded CCTV 
systems are preferred for facial identification over Wavelet encoded CCTV systems, and that MPEG-4 
encoded systems should have a minimum 52 kilobits per second (Kbps) bandwidth transmission rate where 
possible.3 The resulting video should be playable using generic industry standard players and should be 
capable of being exported onto an external media, preferably USB. 

 
2.6.5 Frame rate 

Frame rates are important for capturing the best footage and images possible. For evidentiary purposes the 
minimum frame rate required is twenty five frames per second (25fps). This frame rate captures more 
movement and gives better indications of movements of persons of interest. A system that has digital  zoom 
capabilities on both live and recorded video is required for extracting still images from video that can aid in 
facial recognition. The video should also have the date and time embedded in English in the frames in a 
discrete location such as a corner so that captured facial images are not obscured. 

 
2.6.6 Motion detection 

Areas that have fluctuating levels of activity may benefit from motion detection recording options. It is not 
recommended to use motion sensed recording for entry and exit points or in areas with consistently high 
levels of activity.x Where motion sensed recording is used, the trigger levels should be set to respond quickly 
when motion is sensed. 

When no motion is sensed, the system should be set to record at a slow frame rate (e.g. 1 fps) rather than 
stopping the recording.xi 

 
2.6.7 Compatibility with existing technology 

As CCTV technology is continuously updated, the security technician installing the CCTV system will be 
required to give advice on the best equipment to provide images of the quality required for optimal facial 
recognition. The potential for upgrading existing CCTV systems, future upgrades to a new CCTV system and 
system compatibility to older CCTV set ups should be considered with facial recognition in mind.xii 

 

 
 

3 
Where Wavelet CCTV systems are used the video quality should be configured to 92 Kbps or more: Hina Keval and 

Angela Sasse, ‘Can We ID from CCTV? Image Quality in Digital CCTV and Face Identification Performance’ 
(Conference Paper, SPIE Defence and Security Symposium, 18 April 2008). 
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2.7 Data storage 

Recordings should be stored for at least thirty-one (31) days, but more where data storage allows.xiii CCTV 
camera systems  should  be  capable  of  at  least  6TB  of  storage.  Avoid  reducing  system  qualities  (e.g. 
resolution, frame rates) to achieve increased storage capacity, as the system qualities specified in these 
Technical Requirements are necessary for optimal facial recognition. Where cost is a concern, it is 
recommended that disk space and bandwidth should not be compromised in favour of more cameras for 
optimal facial recognition. 

 
2.8 Maintenance 

Routine maintenance should be performed on CCTV systems and cameras to ensure that the system is 
functional. In addition to following the manufacturer’s recommendations on maintenance, the following 
guidelines should be followed as part of the maintenance schedule. 

The camera and display monitor should be observed as often as possible to confirm that the system is 
recording footage. Signs that the system is not operational can include error messages, record LED lights 
not illuminated, and frozen images on the display monitor.xiv Live camera images should be viewed to  check 
that the camera remains in focus and is not being obstructed by debris such as excessive dust or cobwebs.xv 

Test the export capabilities by exporting a small portion of recently recorded footage and replaying the 
recording on a computer unrelated to the CCTV system to ensure exported footage is useable and not 
corrupted.xvi As part of the test export, if the system has a CD/DVD drive it should be tested and cleaned as 
excessive dust, moisture or grease can obstruct the optics of the system.xvii 

Ensure that time and date are set correctly on the CCTV system. To avoid problems with time and date 
settings, make sure daylight savings time settings are set correctly for your region; check the time and date 
after any power loss or system shutdown; and where multiple recorders are used, set the time as closely as 
possible in all units (use network time synchronisation where available).xviii 

In the event of a power outage, a check should be completed to ensure that the CCTV system is fully 
functional and recording. To do this, the power should be turned off at the power point to simulate a power 
outage to check if the system recovers fully or has issues rebooting.xix It is important to check that this 
procedure is acceptable with the security provider first, in case it accidentally triggers any alarms. 

 
2.9 Training 

A minimum training session of one hour shall be provided to the CCTV grant applicant or their representative 
by the CCTV installer. 
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